Risk Assessment Checklist


	1.
Organizational Risks
	Impact
	Likelihood
	Difficulty of

Detection
	Preventive

Tasks
	Contingent

Actions

	1.1

Project does not have an executive-level Sponsor.
	
	
	
	
	

	1.2

Too much time has been spent in the “fuzzy front-end”.
	
	
	
	
	

	1.3

Layoffs, cutbacks, or budget may reduce team’s capacity.
	
	
	
	
	

	1.4

Management or customers may insist on technical decisions that may lengthen the schedule.
	
	
	
	
	

	1.5

Inefficient team structure may reduce productivity.
	
	
	
	
	

	1.6

Management review/decision cycle may be slower than expected.
	
	
	
	
	

	1.7
Vendor tasks may take longer than expected (due to budget approval, equipment purchase approval, legal reviews, security clearances, etc.)
	
	
	
	
	

	2.
Staffing Risks
	Impact
	Likelihood
	Difficulty of

Detection
	Preventive

Tasks
	Contingent

Actions

	2.1
Hiring key resources may take longer than expected. 
	
	
	
	
	

	2.2
Work from a prior project (e.g., training, completion of other projects, acquisition of work permit) may not be completed on time.
	
	
	
	
	

	2.3
Low motivation and morale may reduce productivity.
	
	
	
	
	

	2.4
Lack of needed skills and expertise may increase defects and rework.
	
	
	
	
	

	2.5
Personnel with critical skills needed for the project may not be found.
	
	
	
	
	

	2.6
Individual’s assignments may not match their strengths.
	
	
	
	
	

	2.7
Personnel may need extra time to learn unfamiliar software tools or hardware environment.
	
	
	
	
	

	2.8
Contract personnel or key staff may leave before the project is complete.
	
	
	
	
	

	2.9
Conflicts between team members may result in poor communication, poor designs, interface errors, and extra rework.
	
	
	
	
	

	3.
Developmental Environment Risks
	Impact
	Likelihood
	Difficulty of

Detection
	Preventive

Tasks
	Contingent

Actions

	3.1

Facilities may not be available on time.
	
	
	
	
	

	3.2

Facilities may be available but inadequate (e.g., no phones, network wiring, furniture, office supplies, etc.)
	
	
	
	
	

	3.3

Facilities may be crowded, noisy, or disruptive.
	
	
	
	
	

	3.4

Development tools may not be in place by the desired time.
	
	
	
	
	

	3.5

Development tools may not work as expected; developers may need time to create workarounds or to switch to new tools.
	
	
	
	
	

	3.6

Development tools may not be selected based on their technical merits and may not provide the planned productivity.
	
	
	
	
	

	3.7

The learning curve for new development tools may be longer or steeper than expected.
	
	
	
	
	

	4.
End-User and Stakeholder Risks
	Impact
	Likelihood
	Difficulty of

Detection
	Preventive

Tasks
	Contingent

Actions

	4.1

Stakeholders or end-users requirements are unstable (they may insist on new requirements). 
	
	
	
	
	

	4.2
Stakeholder or end-users review/decision cycles for plans, prototypes, and specifications may be slower than expected.
	
	
	
	
	

	4.3
Stakeholders or end-users may not participate in review cycles for plans, prototypes, and specifications or may be incapable of doing so (resulting in unstable requirements and time-consuming in changes).
	
	
	
	
	

	4.4
Stakeholder or end-users communication time (e.g., time to answer requirements-clarification questions) is slower than expected
	
	
	
	
	

	4.5
Stakeholder or end-users-mandated support products and environments may be incompatible, may have poor performance, or may have inadequate functionality, resulting in reduced productivity.
	
	
	
	
	

	4.6
Stakeholders may not accept the end product as delivered even though it meets all specifications.
	
	
	
	
	

	4.7
Stakeholders may have expectations for development speed or performance than cannot be met.
	
	
	
	
	

	5.
Contractor Risks
	Impact
	Likelihood
	Difficulty of

Detection
	Preventive

Tasks
	Contingent

Actions

	5.1

Contractor may not deliver work when promised. 
	
	
	
	
	

	5.2
Contractor may deliver work of unacceptably low quality and time must be added to improve quality.
	
	
	
	
	

	5.3
Contractor may have other high-priority work.
	
	
	
	
	

	6.
External Environment Risks
	Impact
	Likelihood
	Difficulty of

Detection
	Preventive

Tasks
	Contingent

Actions

	6.1
Product depends on government regulations, which may change unexpectedly. 
	
	
	
	
	

	6.2
Product depends on draft technical standards, which may change unexpectedly.
	
	
	
	
	

	7.
Software Product Risks
	Impact
	Likelihood
	Difficulty of

Detection
	Preventive

Tasks
	Contingent

Actions

	7.1

Specifications are base-lined, but may continue to change. 
	
	
	
	
	

	7.2

Specifications may be poorly defined and further definition may expand the scope of the project.
	
	
	
	
	

	7.3

Additional requirements may be added.
	
	
	
	
	

	7.4

Vaguely specified areas of the product may be more time-consuming than expected.
	
	
	
	
	

	7.5

Error-prone modules may require more testing, design, and implementation work than expected. 
	
	
	
	
	

	7.6
Overly complex or state-of-the-art technologies in one or more areas may lengthen the schedule unpredictably.
	
	
	
	
	

	7.7
Development of extra software functions that may not be required (gold-plating) may extend the schedule.
	
	
	
	
	

	7.8
Meeting product’s size or speed constraints may require more time than expected, including time for redesign and reimplementation.
	
	
	
	
	

	7.9
Strict requirements for compatibility and integration with existing system may require more testing, design, and implementation than expected.
	
	
	
	
	

	7.10
Operation in an unfamiliar or unproved software development or hardware environment may cause unforeseen problems.
	
	
	
	
	


	7.11

Use of unfamiliar methodology may result in extra training time and in rework to fix first-time misuses of the methodology.
	
	
	
	
	

	7.12
Time savings from productivity enhancing tools may be overestimated.
	
	
	
	
	

	7.13
Components developed separately may not be easily integrated, requiring redesign and rework.
	
	
	
	
	

	7.14
Upstream quality assurance activities may be shortchanged, resulting in time-consuming rework downstream.
	
	
	
	
	

	7.15
Dependency on a technology that is still under development may delay the schedule.
	
	
	
	
	

	8
Schedule Risks
	Impact
	Likelihood
	Difficulty of

Detection
	Preventive

Tasks
	Contingent

Actions

	8.1

Schedule, resources, and product definition that have all been dictated by the customer or upper management are not in balance.
	
	
	
	
	

	8.2

Schedule is optimistic, “best case” rather that realistic, “expected case” (optimistic estimates).
	
	
	
	
	

	8.3

Schedule omits necessary tasks.
	
	
	
	
	

	8.4

Schedule has been based on the use of specific team members who may not be available.
	
	
	
	
	

	8.5

The product is too or large or complex to be developed in the time available.
	
	
	
	
	

	8.6

Excessive schedule pressure may reduce productivity.
	
	
	
	
	

	8.7 Unfamiliar areas of the product may take more time than expected to design and implement.


	
	
	
	
	


	8.8    The schedule includes several tasks that are longer than two weeks in duration.
	
	
	
	
	


	8.9
The schedule includes several tasks that have multiple predecessors.
	
	
	
	
	

	8.10
The schedule includes several tasks that will be provided by groups that are external to the project.
	
	
	
	
	

	8.12
The schedule includes several tasks that use Start-to-Start and/or Finish-to-Finish dependencies (there is a danger of a “hidden trigger”).
	
	
	
	
	

	8.13
The schedule includes several tasks that require fixed amounts of lag time prior to their completion.
	
	
	
	
	

	8.14
The schedule includes major milestones that have not been clearly defined.
	
	
	
	
	




  IT Project Management Certificate Program, Version 3.0
                                                                                                                                                                                    5
  © 1998-2004 Knowledge Structures, Inc.


